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Abstract: The level of airport security has been questioned in recent years as there have been various incidents
of unexpected events occurred, such as a hijacking and the use of fake passports and documents. This has raised
concerns about the efficacy of the airport security systems in place. It has also highlighted the need for more
advanced biometric systems, such as facial recognition, to be employed in order to prevent such incidents from
occurring. The purpose of this project is to develop smart 10T based surveillance systems that can be
implemented at Airport. For this study, the Smart Face Surveillance Camera (SFSC) system has been designed
and developed to identify the identity of passengers and cabin crew in real time, as well as the vaccination
status of the passengers before boarding. A total of 20 volunteers were randomly selected for this study. The
process began with the volunteer taking a picture using the Pi camera. The picture was then saved in the data.
Upon obtaining the data, it will be transferred to the Raspberry Pi for the purpose of interpreting it by code.
Data will be read according to an algorithm developed on a Raspberry Pi. If the data match with the algorithm
that has been set, the output will be displayed directly on the Liquid Crystal Display (LCD) screen. The
obtained data was then validated using confusion matrix and it shows 93% accuracy. This result demonstrates
the efficacy of the algorithm and the programming of the Raspberry Pi in correctly interpreting the data,
confirming the viability of the project.
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I.  Introduction

In the aviation industry, hijacking refers to the illegal seizure of an aircraft by a passenger or a group of
passengers. While hijackings have occurred in the past, authorities often struggle to identify suspected
individuals due to limitations in airport infrastructure and resources. Outdated security systems, the lack of
facial recognition software, and insufficient staffing contribute to inaccurate identification of potential hijackers
(Kar et al., 2012; Bhowmik et al., 2011). The current reliance on closed-circuit television (CCTV) monitoring
for verification purposes is time-consuming and may not provide clear images for identification (Bhowmik et
al., 2011).

The ease with which suspected passengers can change their appearance at the boarding gate in a short
period of time poses a significant challenge for authorities, as they can evade detection and board the aircraft
without observation (Kar et al., 2012). This situation creates a serious security threat to the flight and its
passengers. The Malaysia Airlines Flight MH370 incident in 2014 serves as an example where two passengers
boarded the aircraft using fake passports and documents, potentially indicating a hijacking attempt. However,
due to the unclear images captured by the camera, determining the identity of the suspected passengers was
impossible, increasing the risk of hijacking and endangering the lives of the three hundred people on board (Kar
etal., 2012).

To enhance airport security, the implementation of face recognition technology at the boarding gate is
crucial. This technology enables quick and accurate identification of passengers, reducing the need for manual
document checks and expediting the boarding process (Bhowmik et al., 2011). Face recognition technology,
which combines computer vision, pattern recognition, and machine learning, allows for the mapping of facial
features and the comparison of captured data with a database of known faces (Almudhahka et al., 2016). Its
application has attracted the attention of researchers in various fields, including defense, automated surveillance,
forensic applications, and multimedia applications (Almudhahka et al., 2016; Deepa &Chamundeeswari, 2016;
Hassaballah& Aly, 2015; Sajid et al., 2014; Wu & Radke, 2011). By utilizing face recognition technology,
potential terrorists can be identified at airports and border control points, providing a more efficient and secure
means of identifying individuals (Uiboupin et al., 2016).

Face recognition technology evaluates features such as contours and facial expressions by comparing
the captured face image with known faces in a database (Bhowmik et al., 2011). It looks for similarities in facial
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features, including the shape of the eyes, nose, and mouth, as well as facial expressions like smiles or frowns.
Compared to other forms of verification such as biometrics and physiology-based systems, face recognition is
non-invasive and user-friendly (Bhowmik et al., 2011). Real-time face recognition technology is accessible from
various locations through wireless internet and smartphones, providing convenience and accessibility (Bhowmik
et al., 2011). Additionally, face recognition enables users to access services and resources remotely, making it
highly convenient. The technology allows for long-distance data collection without the need for verbal
communication, which is particularly advantageous for security and monitoring purposes. Furthermore, face
recognition technology provides quick and accurate authentication, facilitating more efficient access to secured
sites and services (Bhowmik et al., 2011).

In conclusion, the integration of face recognition technology at the boarding gate is essential for
enhancing airport security in the aviation industry. By addressing the limitations of existing systems, airports
can strengthen their security protocols, minimize the risk of hijacking incidents, and ensure the safety of
passengers.

Il.  Literature review

The history of face recognition dates back to the 1960s when semi-automated systems were developed
to relocate facial features such as eyes, ears, noses, and mouths (Kar et al., 2012). Marks were placed on
photographs, and reference points were computed by measuring distances and ratios between these marks,
which were then compared with reference data. In the early 1970s, Goldstein, Harmon, and Lesk introduced a
system that utilized more than 20 subjective markers, including hair color and lip thickness (Goldstein et al.,
1971). However, this system faced challenges in proving accuracy due to the subjective nature of the
measurements taken manually.

Fischler and Elschlager took a different approach in 1973 by measuring different facial components
and mapping them onto a global template. However, they found that these features alone were insufficient to
represent an adult face accurately (Fischler &Elschlager, 1973; Kar et al., 2012).

One of the primary challenges faced by face detection and recognition systems is dealing with
uncontrollable conditions such as pose variation, occlusion, and facial expressions (Bah & Ming, 2020;
Bhowmik et al., 2011; Olszewska, 2016).

Pose variation refers to the changes in the appearance of a face caused by movements of the head,
including rotation angles such as roll, pitch, and yaw, as well as different camera viewpoints (Kar et al., 2012).
To address this challenge, researchers have proposed various techniques. For example, Bhangale et al. (2018)
introduced a robust pose-invariant face recognition method using Dual Cross Pattern (DCP) and Support Vector
Machine (SVM) to handle pose variations. Hussien (2016) simplified the issues of shift and rotation using
complex wavelet transform (CWT) and Fisherface.

By overcoming these challenges, face recognition systems can achieve more accurate and reliable
results, even in the presence of pose variations and other uncontrollable factors. These advancements in pose-
invariant recognition techniques contribute to the overall improvement of face recognition technology's
effectiveness in enhancing airport security and identifying potential threats

Figure.1l:ExampleofPoseVariation

Occlusion - The diversity in the intra- subject face's images could also be due the presence
ofcomponentssuchascap(Figure.2a)andspectacles(Figure.2b)(Du&Ward,2006).
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In the past decade, significant progress has been made in developing reliable face recognition
algorithms for various industries. Several classical methods have been introduced, including principal
component analysis (PCA) (Turk & Pentland, 1991), independent component analysis (ICA) (Bartlett et al.,
2002), and linear discriminant analysis (LDA) (Belhumeur et al., 1996). However, these methods face
challenges when it comes to adequately representing faces due to large variations in facial expression and
illumination conditions. This is because the patterns of faces lie on a complex nonlinear and non-convex
manifold in high-dimensional space.

Artificial Neural Networks (ANN) have also been utilized for face recognition, offering solutions for
nonlinear problems (Li et al., 2006). For instance, a radial basis function neural network integrated with non-
negative matrix factorization has been presented to recognize faces (Zhou et al., 2006). Additionally,
backpropagation neural networks have been used for face and speech verification (Park et al., 2006). ANN's
advantage lies in the integration of the radial basis function with non-negative matrix factorization, making it
suitable for recognizing face images with partial distortion and occlusion. However, a drawback of this approach
is the requirement for a larger number of training samples, which may not be feasible in some scenarios. It is
also less accurate compared to statistically based methods.

3D-based face recognition has shown high recognition accuracy compared to 2D methods, as it is less
affected by variations in pose and illumination (Kemelmacher-Shlizerman & Basri, 2011). Depth information in
3D data remains consistent regardless of pose or illumination changes, enhancing the robustness of the system.
However, this method requires precise calibration and synchronization of all elements with existing 3D data,
making it computationally expensive and less suitable for practical applications.

Video-based face recognition (VFR) has gained attention, especially in analyzing video streams of face
images (Marin-Jimenez et al., 2014). One advantage of this approach is the possibility of leveraging redundancy
present in the video sequence to improve recognition accuracy, particularly in freeze image systems (O'Toole et
al., 2005). In the first stage of VFR, re-identification is performed to cross-match a collection of videos and
locate all occurrences of the person of interest (Poh et al., 2010). However, challenges arise when measuring
similarity between multiple images, which can affect the performance of this method.

Despite the advancements made in these previous methods, face recognition technology continues to
evolve, and researchers are constantly exploring new techniques and approaches to overcome the limitations and
enhance the accuracy and efficiency of face recognition systems.
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Verification by the code

Figure.4:TheRaspberryPi4ModelB

The methodology for the design of this product is presented in Figure 4, illustrating the sequential flow
from the initial stage to the final process of displaying the output on the screen. The design aims to demonstrate
the overall process of the device, starting with the passenger capturing a picture using the camera at the
departure gate. The Pi camera saves the captured image as data, which is then transferred to the Raspberry Pi for
further processing.

The data is interpreted using the code implemented on the Raspberry Pi, utilizing the predetermined
algorithm. The algorithm enables the Raspberry Pi to analyze and compare the received data with the stored
reference data. If a match is found, the corresponding output is generated. The output is displayed directly on the
Liquid Crystal Display (LCD) screen, providing immediate feedback.

The monitoring system consists of two main components: software and hardware. The software
component encompasses the algorithm implemented on the Raspberry Pi, which enables data interpretation and
matching. On the other hand, the hardware component includes the camera, Pi camera, Raspberry Pi, and LCD
screen. A comprehensive list of all the components used in this product can be found in Table 1.

This conceptual design serves as a framework for understanding the workflow and components
involved in the development of the face recognition system. It provides a clear overview of the process and sets
the foundation for further implementation and testing of the product

Tablel:ComponentsofSmartFaceSurveillanceCamera
Components

RaspberryPi4ModelB

RaspberryPiCamera8MP

Raspberry Pipowersupply type C5V3A
MicroSDcardadapter

LCDdisplay

MicroUSBtypeB

LogitechKeyboard

°

\l@(ﬂhwl\)lﬂz

Hardware implementation

The Raspberry Pi 4 Model B is the latest product in the Raspberry Pi series, offering a cost-effective
solution with significantly improved performance and capabilities compared to its predecessors. This model is
equipped with several ports, including four USB ports, two micro HDMI 2.0 ports, and a USB Type-C power
jack. The power jack serves as both a power input and an analog audio/video output port. Additionally, the
inclusion of Gigabit Ethernet enables reliable wired networking and the potential for control through Power over
Ethernet.

To modulate the light and display the Raspberry Pi's output, such as captured images or videos during
the emotion detection stages, an LCD is utilized. This LCD allows for effective visualization of the system's
results and enhances the user experience.

In terms of imaging capabilities, the Raspberry Pi Camera is employed, featuring an 8MP image sensor
and the option to attach a focus lens. This camera is capable of capturing high-resolution static images at 3280 x
2464 pixels and recording videos at resolutions of 1080p, 720p, and 640x480p. Its versatility makes it well-
suited for the face recognition system.

Once all the necessary components listed in Table 1 are assembled, a proper prototype product is
created. The data collection phase follows, where various passenger faces are captured and recorded to ensure
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the system functions correctly. This testing process is crucial to validate the system's performance and ensure its
reliability and accuracy in real-world scenarios.

Software implementation

Before that, the LCD screen needs to be connected to the Raspberry Pi using the cable. Onceconnected,
the terminal is opened on the Raspberry Pi and edited to the CONFIG.TXT file located inthe /boot folder. Following
that, a file is saved while the LCD display continues to function normally. Afterthat,a7-
inchLCDtouchscreendriverismountedtoallowtouchscreenfunctionality. Thefileneedstobedownloadedandextracted
the.zipfiletotheraspberrypiusingthislinkhttp://www.waveshare.com/w/upload/3/3d/LCD-show-160811.tar.gz.
Once the file has been fullyextracted,thefollowingcommandisrunto enablethetouchscreenfeaturebyadding
add"./LCD7-800480-show" to the end of the line as seen in Figure. 5. Touch screen function is now enabled to
thesystem.

Figure.5:TointegratetheLCDscreenwiththeRaspberryPi

I11.  Results and Discussion

In this study, the Smart Face Surveillance system was subjected to data collection and rigorous testing
to evaluate its performance. The data collection process involved utilizing a Raspberry Pi along with a camera.
The system was integrated with Python, a programming language, which was utilized as the software framework
on the Raspberry Pi. Specifically, Python software with IDLE 3.9 was employed, and a code file was opened
and executed to ensure the accuracy and correctness of the coding implementation.

Upon running the program, the main window of the system was displayed, as depicted in Figure 6. To
simulate real-world scenarios, passenger details were inputted into the system, capturing relevant information
for analysis and verification. The passenger details were structured and organized as presented in Table 2,
enabling the system to process and evaluate the captured data effectively.This comprehensive testing process
allowed for a thorough assessment of the Smart Face Surveillance system's performance and functionality. By
systematically inputting passenger details and assessing the system's response, the system's reliability and
accuracy could be measured and analyzed. Such rigorous testing procedures were crucial to ensure the system's
effectiveness and its ability to accurately identify and verify individuals in real-time scenarios.

The combination of Raspberry Pi, Python software, and the integrated camera formed a robust and
capable framework for data collection, processing, and analysis within the Smart Face Surveillance system.
These components worked in harmony to create a functioning system capable of accurately capturing and
analyzing passenger data, contributing to enhanced airport security and a safer travel experience for all
individuals involved
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Figure.6:ThemainwindowthatdisplayontheLCD

Table 2: Information display on the LCD

No Information

1 Flightnumber

2 Passportnumber
3 Passengername

Upon completion of the passenger data input, the Smart Face Surveillance system proceeds to the face
image capture stage. The system requires the face image to be taken before proceeding with the face recognition
process. A prompt is displayed, ensuring that all necessary passenger information has been provided before
capturing the image. Once the face image is ready for capture, the user can save it within the system by clicking
on the "Train Image" button. This action saves the image in the system's database for further processing and
comparison during the face recognition phase.

Following the data collection and image training, the system is prepared to operate in real-time
surveillance mode. By clicking on the "Track Image" option within the main window, the system automatically
initiates its monitoring function, actively detecting and analyzing the faces of passengers passing by the camera.
The system incorporates the vaccination status of each individual, as illustrated in Figure 7. Upon detecting a
passenger, the system promptly retrieves and displays the relevant information from Table 2 on the screen. This
information includes passenger details such as name, passport number, and vaccination status. Simultaneously,
an alert is sent to the authorities, notifying them of the detected passenger and displaying their corresponding
details.

Through this process, the Smart Face Surveillance system demonstrates its ability to accurately identify
and monitor individuals in real-time, providing crucial information to the authorities while maintaining a high
level of security and passenger safety. The combination of automated detection, vaccination status integration,
and real-time notifications enhances the system's efficacy in ensuring the safety and security of airports, while
streamlining the process of identifying individuals and mitigating potential risks.

Figure.7:Takingfaceimage usingthe cameraafterkeyinall the data

Ifthepassengerdidnotcheckin,thesystemwillbedetectedasUNKNOWNwiththeREDcolourofframeonthefaceasseen
inFigure. 8.
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Figure.8: Thesystemwilldetectthecheckinpassengerasnameshownonthescreeningreencolourandtheredcolourshownasu
nknownperson

Allthedata,trainimage,trackimageofthepassengerwillbesavedtotheCloudasseeninFigure.9whichisdirectlytobedocumen
tedforauthoritypurpose

Figure.9:ExampleoftakingafaceimageusingthecameraandtheimagewillbesenttotheCloudfor themonitoring purpose.

Table3:Conditionofsystemmonitoring

Statuscheckin ScreenDisplayStatus Fontcolour
Checkin Namewillbeshownonscreen Green
Notcheckin Unknown Red

TheaccuracyofthissystemismeasuredbasedonthetotalstudentinTable4. Thecalculationislistedbelow
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Table4:Thetotalstudentthathasbeentestedthisproductis20students

Checkin Unkno Total
wn
Checkin 18 2 20
Unknown 1 19 20
Total 19 21 40

Theequationtocalculatetheprecisionisbasedonequationlandequation2.
Precision=

Correctlypredicted

Totalpredicted

(Equationl)

Precision(checkin)= 18

19
=0.95
Precision(unknown)=
19
21
=0.9
Correctlyclassified
Recall=
TotalActual
(Equation2)
Recall(checkin)=
Recall(unknown)=
18
— =09
20
1
20 =0.05

Total correctly classified

Accuracy= Total Actual

37
40
==0.93=93%
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IV.  Conclusions

In this study, a face recognition system integrated with a camera has been developed and tested, aiming
to provide real-time access to crucial airport security information at the boarding gate. The system's
functionality includes verifying whether a passenger's face matches the photo on their passport, alerting security
staff in case of any discrepancies. The Smart Face Surveillance Camera, as developed in this study, can provide
accurate data for authentication purposes before passengersboard the aircraft. Additionally, the system is
capable of detecting any suspicious or unusual behavior, significantly enhancing overall airport security and
ensuring a safer flying experience for all passengers.

Furthermore, this product offers an additional advantage by providing vaccination status, which greatly
facilitates the travel experience for airport users. This can be likened to a lock and key mechanism, where the
security system acts as the lock and the vaccination status serves as the key. Having both the lock (security
system) and the key (vaccination status) is essential for establishing a secure and safe environment, as well as
ensuring a seamless and hassle-free travel experience. With data stored in the Cloud system and real-time
monitoring capabilities, authorities can promptly apprehend any suspicious passengers, ultimately bolstering
national airport security. The system achieves an impressive accuracy rate of 93%, further highlighting its
effectiveness and reliability in ensuring the safety of all travelers.

By successfully implementing this technology, airports can benefit from an efficient and dependable
solution that addresses key security challenges. The integration of face recognition, coupled with real-time
monitoring and verification capabilities, significantly strengthens airport security protocols, ultimately fostering
a safer and more secure environment for passengers and staff alike.
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