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Abstract

This paper examines the impact of Artificial Intelligence (AI) on contemporary combat. It starts by splitting the
technology into the physical weapons (hardware) and the digital systems that power them (software). It then
talks about the global tech race, contrasting the Al investment of superpowers like the US, China and Russia
with smaller regional countries. The paper then goes on to explain how Al networks combine data to help
commanders make decisions in seconds. But then you are totally reliant on software and that brings its own big
risks like enemy hacking and disastrous system glitches. However, the study suggests that humans need to keep
the control of lethal decisions to preserve moral judgement and legal accountability to fix these flaws. In the
end, the paper concludes that Al will speed up combat more and more, but the ultimate decision on life and
death must always remain with human judgement.
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I.  Introduction

“In modern combat, the most valuable ammunition is no longer gunpowder or steel—it is data.” Why
data? This is because data has become the ultimate ammunition because modern warfare is dictated by speed
and precision. Today’s battlefields are flooded with massive flows of information from satellites, unmanned
aerial vehicles (UAVs) and cyber networks. To make use of this data, militaries are turning to Artificial
Intelligence, or Al to rapidly analyse data faster than a human mind can process. The use of Al to analyse,
predict, and make combat decisions allows modern forces to shorten the “kill chain” and turn raw data into
lethal operational advantage.

However, relying too heavily on high-tech military Al introduces dangerous risks and flaws. While
computers process information quickly, they are completely dependent on the data they are fed. If an Al
receives corrupted data or is tricked by enemy camouflage, it can easily mistake a civilian vehicle for a military
threat. This becomes incredibly dangerous because of "automation bias"—a problem where human soldiers
under intense stress blindly trust the computer's choice without double-checking it.Additionally, relying on
software makes a military highly vulnerable to cyber-attacks; enemies can hack the system, jam signals, or
rewrite code to turn the Al against its own creators.

To combat these dangerous risks, global militaries and international organizations are developing strict
guidelines to control how Al is used on the battlefield. The most important defense against algorithmic errors is
a concept known as keeping a "human-in-the-loop." This principle ensures that even though an Al can scan data
and find targets at incredible speeds, it is never given the ultimate authority to take a human life; a human
operator must always review the computer's recommendation and make the final decision to deploy force.

Al on the Battlefield

Al is a two-edged sword that enhances both the muscle and the brainpower of a military. To really
understand its significance you need to divide the technology into two related parts: the physical machines
fighting on the front lines and the digital brain behind them calling the shots.

The Physical Machinery (Hardware): The hardware side represents the physical weapons and
autonomous vehicles deployed on the front lines. This includes Uncrewed Aerial Vehicles (UAVs), driverless
ground supply convoys, robotic tanks, and automated naval ships. These physical machines are engineered with
advanced sensors, radars, and heavy armor, allowing them to physically navigate dangerous terrain, avoid
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obstacles, and survive hostile environments entirely on their own, transforming traditional human-operated
vehicles into self-sustaining robotic assets.

THE INVISIBLE INTELLIGENCE: THE PHYSICAL MACHINERY:
SOFTWARE HARDWARE

The Invisible Intelligence (Software): This physical machinery is entirely driven by the software, which acts
as the invisible "brain" powering the hardware. Through advanced machine learning algorithms and a process
known as data fusion, the software instantly processes massive streams of information collected by satellites,
radars, and battlefield cameras. It translates this raw data into a live, highly accurate digital map for
commanders, enabling lightning-fast strategic choices. While the hardware provides the physical presence and
firepower on the battlefield, it is the software that provides the algorithmic speed and target identification that
redefines modern warfare.

The Global Tech Race

The three major players in the military Al race are the United States, China and Russia in terms of leadership on
the world stage. The US and China are currently leading this international race. Russia is not that far behind,
focusing on specific battlefield tactics. There are different ethics and strategies in this race to compete, which
increases the risk of an unstable global environment, and countries prioritising technological speed over shared
safety regulations.

"With the competition heating up, let’s take a closer look at where each of these global powers focuses their
efforts, how much they invest, and how they train their systems for the future of warfare."
The United States

e Investment: The US Department of Defense spends billions of dollars annually specifically on Al
research, heavily funding its Defense Advanced Research Projects Agency (DARPA) and partnering
with major private Silicon Valley tech companies.

e Core Strength: The US is incredibly powerful in software design, cloud computing, and data fusion—
the ability to combine massive amounts of information from satellites, radars, and sensors into one
clear picture for commanders.

e Training Methods: The US trains its Al using vast, high-quality historical combat data, unclassified
sensor feeds, and digital battlefield simulations. They focus heavily on training the Al to act as an
assistant, ensuring a human operator always reviews the data before a strike.

China

e Investment: China has launched a massive, state-funded initiative investing hundreds of billions of
dollars across government and private sectors to achieve its goal of becoming the world’s primary Al
superpower by 2030.

e Core Strength: China’s greatest strengths lie in computer vision (facial and object recognition), mass-
producing hardware, and developing autonomous drone swarms that can fly and attack together
natively without a pilot.
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e Training Methods: Because of their "Military-Civil Fusion" strategy, China trains its military Al using
massive amounts of data pulled from commercial tech sectors, civilian surveillance infrastructure, and
large-scale autonomous drone simulation networks. They train their systems to operate under
"intelligentized warfare," aiming for total machine autonomy.

Russia

e Investment: Russia operates on a much lower budget compared to the US and China, focusing its
spending directly on immediate, practical battlefield technology rather than long-term software
ecosystems.

e Core Strength: Russia is highly powerful in physical automation and electronic warfare. They lead in
building heavily armored, remote-controlled vehicles (like robotic tanks) and automated systems
designed to jam enemy radio and GPS signals.

e Training Methods: Russia trains its Al systems using real-world combat data gathered from active
operations and local electronic warfare testing environments. Their training focuses on making
machines highly aggressive and independent, prioritizing rapid automation over strict safety
limitations.

For the rest of the world, outside of the three big giants, the Al arms race is being observed with tremendous
urgency. Regional powers , unable to match the superpowers > multi-billion dollar budgets , turn to asymmetric
warfare , deploying cheaper , localised Al capabilities to defend against larger threats . One example is the
European Union, which emphasises the importance of defining clear ethical and legal boundaries to ensure
military software is in compliance with international law. Meanwhile, leading countries in the Middle East are
investing heavily in commercial Al, smart cities and drone technology to automate border security and local
surveillance. The military Al revolution is changing the face of global defence entirely . These nations are
training their systems on very specific , localised data for specific tasks such as coastal defence .

Networked Warfare: The Digital Command Center

While AI upgrades physical military hardware, its true power lies in how it connects these separate machines
into a single, lightning-fast digital network. On the modern battlefield, Al acts as a centralized command brain
through a process known as "data fusion." It instantly intercepts, cleans, and translates massive streams of data
coming from satellites in space, automated naval ships at sea, and drone swarms in the air.

Instead of a human team spending hours trying to piece together conflicting radar reports, the Al fuses all this
information into one live, highly accurate digital map. This gives military commanders complete clarity and
allows them to make strategic battlefield decisions in seconds rather than hours, completely changing the speed
of military coordination.
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The Digital Battlefield and Its Vulnerabilities

While network-centric warfare provides an incredible technological advantage, transforming the combat zone
into a fully digital space introduces massive structural weaknesses. When a military chooses to rely entirely on
code, algorithms, and cloud networks to operate its hardware, the battlefield is no longer just a physical space—
it becomes a cyber territory. This complete digital dependence creates a high-stakes vulnerability: an enemy no
longer needs to physically destroy a multi-million-dollar automated tank or drone if they can simply disable or
hijack the software running it.

The primary vulnerabilities of this digital landscape can be broken down into two critical categories:

Cyber Attacks and Hacking (Tricking the System): Because these weapons run on wireless networks,
enemies don't need to blow them up—they can just hack them. Enemy hackers can jam signals, infect the
software with malware, or use "cyber tricks" to make an Al blind. For instance, an enemy could alter an image
just enough to trick a smart missile into thinking a hostile tank is actually a civilian car, completely neutralizing
the weapon.

Bad Data and Glitches (System Mistakes): An Al is only as smart as the data it is given. Real battlefields are
full of unpredictable chaos like heavy smoke, dust storms, or weather changes. If the Al encounters a chaotic
situation its code has never seen before, it can glitch or "hallucinate." A simple sensor error could cause the
software to mistake a group of fleeing civilians for an advancing enemy squad, leading to terrible accidents.

CYBERSECURITY THREATS AND HACKING

The Human Solution: ""Human-in-the-Loop" Systems

As military technology pushes closer toward total automation, the global defense community faces a critical
boundary: the absolute necessity of human oversight. To prevent machines from operating entirely on their own,
militaries implement safety frameworks known as "Human-in-the-Loop" (HITL) systems. This safety feature
ensures that while an Al can perform the heavy lifting—such as scanning terrain, tracking targets, and
calculating flight paths—it is strictly banned from making the final, lethal decision to fire a weapon. The
machine serves only as an advanced advisor, leaving a human operator as the ultimate gatekeeper who must
manually authorize any use of force.

This human buffer is vital for two main reasons:

Lack of Empathy: An Al can scan shapes and heat signatures, but it completely lacks human intuition and
moral compassion. It cannot read complex human behavior, like recognizing when an enemy soldier is trying to
surrender.

Legal Accountability: A piece of software cannot be put in prison or court-martialed for a mistake or a war
crime. Keeping a human behind the trigger ensures there is a clear, legally responsible person in charge of every
life-or-death action.
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II.  Conclusion
Ultimately, the integration of Artificial Intelligence has fundamentally shifted the landscape of modern

combat, turning data into the most lethal asset on the battlefield. As demonstrated by the intense tech race
between global superpowers and adapting regional nations , the desire for algorithmic speed is completely
reshaping international defense. However, this high-tech revolution comes with a heavy price. The risks of
flawed data , cyber vulnerabilities , and the complete absence of human empathy mean that unregulated
autonomous warfare poses a terrifying threat to global stability.

To prevent accidental escalations, it is absolutely vital that militaries stick to strict "human-in-the-loop"

frameworks. The future of military Al cannot be left entirely to the speed of code; while machines will continue
to process the data of war , humanity must retain the moral responsibility over the cost of life , ensuring that the
ultimate weapon in combat remains human judgment.
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