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Abstract:

E-VOTING IS AMONG the key public sectors that can be disrupted by blockchain technology.1 The idea in
blockchain- enabled e-voting (BEV) is simple. To use a digital- currency analogy, BEV issues each voter a
“wallet” containing a user credential. Each voter gets a single “coin” representing one opportunity to vote.
Casting a vote transfers the voter’s coin to a candidate’s wallet. A voter can spend his or her coin only once.
However, voters can change their vote before a preset deadline.2 Here, we argue that blockchains might
address two of the most prevalent concerns in voting today: voter access and voter fraud. The idea is as follows.
Eligible voters cast a ballot anonymously using a computer or smartphone. BEV employs an encrypted key and
tamperproof personal IDs. For example, the mobile e-voting platform of the Boston-based startup Voatz
employs smart biometrics and real-time 1D verification. The public ledger ties each cast ballot to an individual
voter and establishes a permanent, immutable record. No bad actor can engage in nefarious activities because
such activities will be evident on the ledger or corrected by a peer-to-peer consensus network.3 To compromise
the network, hackers would need to successfully hack most of the blocks (files with transaction records) before
new blocks were introduced. 3 The blockchain’s audit trail ensures that no vote has been changed or removed
and that no fraudulent and illegitimate votes have been added.4 Put simply, blockchains enable the creation of
tamper-proof audit trails for voting. In this article, we highlight some BEV implementations and the approach’s
potential benefits and challenges.
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I INTRODUCTION

The use of mobile phones be utilized by the citizens to efficiently, securely and easily partake in the
voting process. They noted that mobile devices being utilized in the voting process cannot only save time but
cost as well and could be used as a secure method for casting their ballots or votes. a mobile voting application
was designed that enables voter’s to easily cast their vote using their mobile devices. The voter would download
the application and cast their votes which would be stored on a centralized database. This meant that the votes
were being managed by an administrator and the stored votes could be changed by a malicious insider or the
admin. Since it is a centralized database, it is susceptible to DDoS attacks. also noted the same problem in their
proposed mobile voting system which also made use of a centralized database to store the vote. stated that
blockchain serves as a public ledger of transactions which cannot be reversed and can be used to store the casted
votes but the cost in setting up powerful nodes for the distributed blockchain system was too high. A novel
electronic voting system based on blockchain was proposed by that aimed to improves security while also
reducing the expense of carrying out an election. Their proposed system would require a powerful dedicated
system situated at each polling unit meaning that voters still have to queue to cast their votes and the cost of
implementing this would be high.

An Auditable Blockchain Voting System (ABVS) was designed by [9] which would enable easy audit
and verification of the voting process using distributed blockchain technology. They also noted that powerful
systems would have to be implemented at the voting polls which meant that citizens would still need to leave
their homes or places of residence to cast their votes while also consume a lot of electrical energy increasing the
setup cost compared to a paper-based voting system.
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1. EXISTING SYSYTEM

In order to make the voting process more effective the institutions like ‘Election Commission’ came
into existence in different parliamentary democracies. The institutions, along with setting up the process and
legislation for conducting the elections, formed the voting districts, electoral process, and the balloting systems
to help in conduct of transparent, free, and fair elections. The concept of secret voting was introduced since the
beginning of the voting system. Since the trust on democratic systems is increasing it is important to uphold that
the trust on voting should not decrease. In the recent past there have been several examples where it was noted
that the voting process was not completely hygienic and faced several issues including transparency and
fairness, and the will of people was not observed to be effectively quantified and translated in terms of
formation of the governments.Since all these countries are among the emerging democracies, it is pretty likely
that in next decades they will emerge as full democracies and the vote and the voting process willearn more
respect and trust over time.

. PROPOSED SYSTEM

The voters name must exist in the voting list to enable himself to visit the polling station for the
purpose of voting. It is the responsibility of the voter himself to ensure that once he attained the age of eighteen
years, his name should be present in the voting list. This can be done by consulting the respective offices, e.g.
National Database and Registration Authority (NADRA) in Pakistan. The voting lists are published few weeks
earlier than the elections. The individual having his hame in the voting list is eligible to vote and presents his
original identity to the polling staff. Before casting the vote, the voter has to be authenticated by the biometric
system. The record of the voter is checked with the help of NADRA’s database.Once the voter has passed the
authentications check, he is brought to voting screen to vote. From the voting machine the names and respective
party symbols of each candidate are displayed and the voter can vote according to his will. The confirmation
screen seeks the confirmation of the voter and records the vote casted by the voter.The voter can vote only once,
and once the vote is casted is voting record is marked as ‘‘voted’’, which restricts the voters from voting again.
The name of the voter can be blocked or eliminated from the list of eligible voters list for the current elections,
once he has casted the vote.The polling process continues until the voting time ends or all the voters in the
voting list have casted their votes.

A Problem Definition

Voting is fundamental to any consensus-based society and is one of the most critical functions of democracy.
Mobile voting (m-voting) was utilized as a means for voters to easily and conveniently cast their votes using
their mobile devices which have been the most adopted means of communication but has a major problem
which is safely securing the casted votes and avoiding any form of tampering.

IV. LITERATURE SURVEY

[19] proposed the use of mobile phones be utilized by the citizens to efficiently, securely and easily
partake in the voting process. They noted that mobile devices being utilized in the voting process cannot only
save time but cost as well and could be used as a secure method for casting their ballots or votes. In a study by
[20], a mobile voting application was designed that enables voter’s to easily cast their vote using their mobile
devices. The voter would download the application and cast their votes which would be stored on a centralized
database. This meant that the votes were being managed by an administrator and the stored votes could be
changed by a malicious insider or the admin. Since it is a centralized database, it is susceptible to DDoS attacks.
[21] also noted the same problem in their proposed mobile voting system which also made use of a centralized
database to store the vote. [9] stated that blockchain serves as a public ledger of transactions which cannot be
reversed and can be used to store the casted votes but the cost in setting up powerful nodes for the distributed
blockchain system was too high. A novel electronic voting system based on blockchain was proposed by [9] that
aimed to improves security while also reducing the expense of carrying out an election. Their proposed system
would require a powerful dedicated system situated at each polling unit meaning that voters still have to queue
to cast their votes and the cost of implementing this would be high.

An Auditable Blockchain Voting System (ABVS) was designed by [9] which would enable easy audit
and verification of the voting process using distributed blockchain technology. They also noted that powerful
systems would have to be implemented at the voting polls which meant that citizens would still need to leave
their homes or places of residence to cast their votes while also consume a lot of electrical energy increasing the
setup cost compared to a paper-based voting system. [22] noted that voting is significant and it’s still being
engaged in by physically going to voting booths which is susceptible to tampering and does not guarantee
security. They developed an online voting application using Ethereum blockchain to combat these issues,
however, a voter would need a pretty powerful system to partake in the voting process and sometime their
system could be utilized as a node to aid in the mining process. Each of the research work introduced different
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means to provide an easily accessible and secured m-voting system with or without the utilization of blockchain
technology..

V. METHODOLOGY

A Polling Process

The electronic voting system is executed in a way that it deploys many individuals at different levels.
In order to develop an effective block creation system, it is important to understand the actual execution on
ground. In the conduct of the elections, the election commission and the NADRA (National Database and
Registration Authority) have a big role to play. NADRA is the national registration authority in Pakistan and is
responsible for the registration and issuance of identity documents to the citizens of Pakistan. The NADRA is
responsible to ensure that each citizen of the country has its record available and the biometrics of each
individual are also available . The biometric authentication is used in the voter’s authentication on the polling
day. The election commission is responsible for making the electoral lists available which are verifiable from
the base records. The authenticated voters can vote according to the provision provided to them and the usage of
technology is made toget the vote recorded and tabulated accordingly. It is also the responsibility of the election
commission to declare the results when polling station wise and constituency wise tabulation has been made.

B. Blockchain

Blockchain has three different types, i.e. public blockchain, private blockchain, and consortium
blockchain.Bitcoin and Ethereum are the examples of public blockchain, anyone and from anywhere can join
them and can get relieved at the time of his will . This is proofed by the complex mathematical functions. The
private blockchain is the internal-public ledger of the company and the joining on that blockchain is granted by
the company owning that blockchain. The block construction and mining speed is far better in the private
blockchain as compared to public blockchain due to the limited nodes. The consortium blockchain however
exists among the companies or group of companies and instead of the consensus the principles of memberships
are designated to govern the blockchain transactions more effectively . This research uses consortium
blockchain as the blockchain is to be governed by a national authority in the country.

C. Hashing

Hashing is the process of changing the arbitrary and variable size input to a fixed size output. There are
different functions that perform hashing of different level. MD5 algorithm is widely used for hashing purposes
and it provides a 128 nit or 32 symbols long hash value. MD5 is the latest algorithm in the series while before
that Md2, Md3, and Md4 also existed [40]. The algorithm was designed to be used as a cryptographic hashing
algorithm but it faces some problems that reduce the production of unique hash value and hence it faces some
vulnerabilities. Race Integrity Primitive Evaluation Message Digest(RIPEMD) is a family of hash function
developed by Hans Dobbertin in 1996. This algorithm was designed to replace the MD5 as a more secure
alternative. It has few variations that have emerged over time including RIPEMD-128, RIPEMD-160,
RIPEMD256, and RIPEMD-320.

D. Proofs

In Proof of work deals with the mining / creation of the blocks in such a way that it can be proved that
a significant effort has been made for the resolution of the mathematical problem introduced for the creation of a
block in the blockchain. The mathematical complexity is increased on the creation of every new block so make
the creation of the block complex and a rewarding scenario. The increasing complexity is introduced with the
help of the hash functions, marckle trees, and the nonce value. In Proof of Stakerevolves around the
identification of the stakes in the blockchain. The holders of assets are subject to have more priority in the
creation of the blocks. The likelihood of that only few creators of the blocks may control the entire blockchain
by virtue of the assets that they have, can’t be ignored. This concept is applicable in the consortium blockchain
or the private blockchain where the holding companies may need an administrative access to the
blockchain.Proof of Burnn deals with the burning of the coins that are gained over a period of time . This
burning process works as a fuel for the creation of new blocks. This proof of burn concept ensures that the
individuals don’t become powerful enough by increasing their stakes in the network. The burn process is
recorded by sending the coins / proof of work to an arbitrary address, that may be designated by the network
itself.

Modules to be used- The proposed framework is divided into two layers which are the front end and back end
that was also adapted.
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1. Front End Layer: This layer is categorized into two phases which are the preelection phase (can be utilized
by the voters to register themselves and is stored in the voter’s database) and the election phase (voters using
their mobile devices can cast their votes).

2. Back End Layer: This layer deals with the blockchain database that can be viewed and monitored by the
EMBs which is carried out at the post-election phase. Here, the casted votes are stored in the blockchain
distributed database and once the election phase is over, the votes would be tallied and the final result would
also be presented or shown.

Laptop: Used to run our code. 4.4 Webcam: Used to get the video feed.
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Fig. 2: Data Flow Diagram

E. OBJECTIVES

1.Input Design is the process of converting a user-oriented description of the input into a computer-based
system. This design is important to avoid errors in the data input process and show the correct direction to the
management for getting correct information from the computerized system.

2. It is achieved by creating user -friendly screens for the data entry to handle large volume of data. The goal of
designing input is to make data entry easier and to be free from errors. The data entry screen is designed in such
a way that all the data manipulates can be performed. It also provides record viewing facilities.

3.When the data is entered it will check for its validity. Data can be entered with the help of screens.
Appropriate messages are provided as when needed so that the user will not be in maize of instant.

VI. FUTURE SCOPE
We have demonstrated that blockchain can significantly simplify the task of electronic voting
meanwhile ensures many desired security prop erties. Recent research also shows that voting may violate
Arrow’s impossibility theorem in classical voting, which in a sense demonstrates that quantum information is
valuable for democracy. In the future, we will further improve our protocol such that it has various advantages
in both security and democracy.

VIl. CONCLUSION

Mistrust in the voting is not an uncommon phenomenon even in the developed countries. The
electronic voting, however, has emerged as an alternative but still not being practiced at a large scale. The
electronic voting is anticipated to have a great future yet the past is not that glorious. In some countries e-voting
is not an option while few are in a process to eliminate the security, verifiability, and anonymity concerns. There
are issues that require immensely deep consideration by the legislatures, technologist, civil society, andthe
people. This research has proposed a framework based on the adjustable blockchain that can apprehend the
problems in the polling process, selection of the suitable hash algorithm, selection of adjustments in the
blockchain, process of voting data management, and the security and authentication of the voting process. The
power of blockchain has been used adjustably to fit into the dynamics of the electronic voting process.
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