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Abstract: Disruption is the biggest threat to all industry lines in the digital era, including the construction
industry. Therefore, PT XYZ, which is a company engaged in construction has utilized information technology
to facilitate integrated business management. This study conducted an information system audit to evaluate the
condition of information technology governance. Audits are carried out using framework COBIT 2019 with
EDM, APO, BAI and DSS domains. This type of research is field research with data collection techniques
through questionnaires, interviews and observation. Audit stages are carried out starting from determine the
initial scope of audit, increase the scope of audit, conclude the design factor COBIT 2019, evaluate process
capabilities and develop improvement recommendations findings. The results obtained indicate that currently
the information system at PT XYZ is well established or at the level of capability level 4 (Predictable Process).
However, there is a gap between current conditions and what is expected to achieve the target level 5
(Optimizing Process) on all domain processes. Therefore, the companies are recommended to conduct review
of each process due to continuous changes.
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l. INTRODUCTION

In era of globalization, the role of information systems has become one of the keys to organizational
success. The information system is a series of components that are interrelated with each other and work
together in achieving the goal of collecting data, processing it into information and conveying that information
within the organization. The application of information systems as a supporter of organizational success must
be balanced with the effectiveness and efficiency of information system management. There are several ways to
determine the effectiveness and efficiency of information system management, one of which is to conduct an
information system audit.

Information system audit is a process of collecting data and evaluating evidence to provide confidence
whether a computerized application system has been implemented correctly, as targeted and has implemented a
comparable internal control system. The IS audit process aims to maintain data integrity, protect the security of
company assets, increase the effectiveness of system use, and achieve efficiency in organizing computer-based
information [1].

Currently, disruption is the biggest threat to all industry lines in the digital era, including the
construction industry. According to McKinsey (2016: 4), there are 5 digitalization trends in the construction
industry, namely Higher-definition Surveying and Geolocation, Next-Generation 5D Building Information
Modeling, Digital Collaboration and Mobility, The Internet of Things and Advance Analytic, and Future-Proof
Design and Construction [2]. These five trends must be carried out simultaneously so that IT investments
provide more value to the company.

PT XYZ is a company engaged in construction, Engineering, Procurement and Construction (EPC),
railways, tourism, trade, property, real estate and infrastructure investment. The company is a large company
and of course it will be difficult if the business processes are done manually. Therefore, companies have utilized
IT to facilitate integrated business management. However, based on interviews there are obstacles related to
access rights, data integrity, and accounting reporting.
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The existence of these constraints, it is necessary to evaluate the information system audit. One
framework that can be used as an audit standard is framework COBIT 2019 (Control Objective for Information
and Related Technology) issued by Information System Audit and Control Association (ISACA). COBIT 2019
was chosen because the system in the company integrates all of its business processes between one project and
another and also the head office with activities in its operational areas, so it is important to carry out a thorough
audit.

Based on Nachrowi’s research (2020) regarding evaluation of governance and management of
information technology services using COBIT 2019 and ITIL 4 shows that IT capability level assessment at the
Directorate of Institutional Directorate General of Higher Education conveyed 3 processes at level 0
(incomplete), 6 processes at level 1 (initial), 1 process at level 2 (managed) and 1 process level 3 (define). It
means that IT governance is still not optimal because it has not reached the expected maturity at levels 4 and 5.
Recommendations are obtained after analyzing the value of the gap between the existing capability level and the
target level [3].

This study aims to evaluate by carrying out an information system audit to determine the current level
of capability (current capability level). Thus, it can be known whether the expected conditions have been
achieved or not and determine the right recommendations for improving the construction company's information
system according to the existing problems.

1. LITERATUR REVIEW
A Information System Audit

According to ISACA, Information System Audit is “Process of collecting and evaluating evidence to
determine whether information system and information technology environments adequately safeguards assets,
maintain data and system integrity, provide relevant and reliable information, achieve organizational goals
effectively consume resources efficiently and have in effect internal controls that provide reasonable assurance
that operational and control objectives will be meet” [4].

Fitrawansyah (2014) states that "Information system audit is a systematic process of collecting and
evaluating evidence to determine that a computer-based information system used by an organization has been
able to achieve its goals [5]. An IT audit focuses on the computer-based aspect of an organization’s information
system and modern systems employ significant levels of technology [6].

B. Information Technology Governance
According to Bianchi et al, Information Technology Governance consists of the leadership and
organizational structures and processes that ensure that the organization’s IT sustains and extends the
organization’s strategy and objectives [7]. Corporate Governance of IT is the system in which the current and
future use of IT is directed and controlled to support the organization. The principles of Good Corporate
Governance compiled by the National Committee on Governance Policy (2006) include transparency,
independence, accountability, responsibility, fairness [8].

C. COBIT 2019 Framework

Dagiqil (2011) states that a framework is a basic contextual structure that is used to solve a problem or
complex issues. In the field of software, it is used to describe a system design. Meanwhile, in the field of
management, a framework is used to describes a concept that enables the handling of different types of business
entities [9]. The framework that can be used to determine IT performance is Control Objective for Information
and related Technology (COBIT) 2019 which provides a detailed IT Governance framework and control
objectives for management, business process owners, users and auditors to manage IT holistically so that the
value optimally provided by information technology can be achieved by paying attention to all aspects of
information technology governance, including aspects of people, skills, competencies, services, infrastructure,
and applications which are part of the enablers of an information technology governance. COBIT is developed
periodically by the Information System Audit and Control Association (ISACA) [10].

1. RESEARCH METHODOLOGY
This research is a type of field research with a descriptive-quantitative approach. The research was
conducted by visiting the company PT XYZ directly. Interviews and observations were carried out as a form of
preliminary survey to identify problems in the use of information systems. Furthermore, data was collected
through respondents’ answers using a questionnaire compiled based on the COBIT 2019 framework according to
the problem under study. The results of distributing the questionnaires will be managed to produce numbers in
the form of IT governance capability levels. The research stages are described as follows:
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Figure 1: Research Flowchart

V. RESEARCH RESULT
A. Determine The Initial Scope of Audit
When determining the initial scope of IT governance, There are 11 design factor elements according to
the provisions of the 2019 COBIT framework. Design factor 1 (enterprise strategy) describes the company's
strategy with PT XYZ based on the four strategies. PT ZY X focuses on client service/stability, so that it is given
an importance level value of 5. Next, it is followed by growth/acquisition with an importance value of 4 because
this company in its activities places a lot of emphasis on managing company profits.

COBIT=

Growth/Acqusition

Innovation/Differentiation

Cost Leadership

Client Service/Stability

Figure 2: Design Factor 1

Figure 3 shows the results of design factor 2 (enterprise goals). The numbers 1-5 are ratings on the
level of importance of each enterprise goal. The higher value indicates the priority of the goals at PT XYZ.
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CQBITM Design Factor 2 Enterprise Goals (Input)

EGO1—Portfolio of competitive products and services

EGO2—Managed business risk

EGO3—Compliance with external laws and regulations

EGO4—qQuality of financial information

EGO5—Customer-oriented service culture

EGO6—Business-service continuity and availability

EGO7 —Quality of management information

EGO8—Optimization of internal business process
functionality

EGO9—Optimization of business process costs

EG10—Staff skills, motivation and productivity

EG11—Compliance with internal policies

EG12—Managed digital transformation programs

EG13—Productand business innovation

|

Figure 3: Design Factor 2

Figure 4 shows the results of the likelihood and impact assessment of design factor 3 (risk profile).
Each number represents the average value of the importance of the risk to IT. PT XYZ has the highest IT risk in
technology-based innovation and data & information management.

COBITzo Design Factor 3 IT Risk Profile
Risk Rating of IT Risk Scenario Categories (Input)
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IT investment decision making, portfolio definition &...
Program & projects life cycle management
IT cost & oversight
IT expertise, skills & behavior
Enterprise/IT architecture
IT operational infrastructure incidents
Unauthorized actions
Software adoption/usage problems
Hardware incidents
Software failures
Logical attacks (hacking, malware, etc.)
Third-party/supplier incidents
MNoncompliance
Geopolitical Issues
Industrial action
Acts of nature
Technology-based innovation

Environmental

Data & information management

Figure 4: Design Factor 3
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Figure 5 shows the results of the assessment of the level of importance of design factor 4 (I&T -related
issues). The numbers 0-3 are ratings on the level of importance of the issues to IT. A value of 1 is considered a
level of importance not a problem, a value of 2 is considered a problem, and a value of 3 is considered a serious
problem.

COBITeon
Design Factor 4 [/T-Related Issues

Importance of IT-Related Issues (Input)

o
[y
]
w

Frustration between different IT entities across the
organization because of a perception of low contribution to...

Frustration between business departments (i.e., the IT
customer) and the IT department because of failed initiatives...

Significant IT-related incidents, such as data loss, security
breaches, project failure and application errors, linked to IT
Service delivery problems by the IT outsourcer(s)
Failures to meet IT-related regulatory or contractual
requirements

Regular audit findings or other assessment reports about poor
IT performance or reported IT quality or service problems

Substantial hidden and rogue IT spending, thatis, IT spending
by user departments outside the control of the normal IT...

Duplications or overlaps between various initiatives, or other
forms of wasted resources

Insufficient IT resources, staff with inadequate skills or staff
burnout/dissatisfaction

IT-enabled changes or projects frequently failing to meet
business needs and delivered late or over budget

Reluctance by board members, executives or senior
management to engage with IT, or a lack of committed...

Complex IT operating model and/or unclear decision
mechanisms for [T-related decisions
Excessively high cost of IT
Obstructed or failed implementation of new initiatives or
innovations caused by the current IT architecture and systems

Gap between business and technical knowledge, which leads to
business users and information and/or technology specialists...

Regular issues with data quality and integration of data across
various sources

High level of end-user computing, creating (among other
problems) a lack of oversight and quality control over the...

Business departments implementing their own information
solutions with little or no involvement of the enterprise IT...

Ignorance of and/or noncompliance with privacy regulations

Ina bility to exploit new technologies or innovate using I&T

Figure 5: Design Factor 4

B. Increase The Scope of Audit

In increasing the scope of the governance information system audit, it is necessary to improve the scope
of the governance system by addressing design factor elements 5 to 11 based on the COBIT 2019 framework
related to threats faced by companies, demands in regulations or requirements, the role of information
technology, models of information technology resources , the method chosen to carry out the development of
information technology, the strategies carried out to optimize the utilization of information technology, and to
take measurements at the company [11].

Figure 6 shows the results of the assessment of the level of importance of design factor 5 (Threat
Landscape) in percentage terms. PT XYZ has the same value of 50% at normal and high threat levels.
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Design Factor 5 IT Threat Landscape

= High = Normal

Figure 6: Design Factor 5

Figure 7 shows the results of the assessment of the importance level of design factor 6 (Compliance
Requirement) in percentage form. PT XYZ has the highest score of 75% in the normal level of regulatory
compliance, complying with industry regulations. PT XYZ is in the construction industry sector, so the
regulations applied are related to the business environment and BUMN regulations.

COBITon Design Factor 6 Compliance Requirements

m High mNormal mLow

Figure 7: Design Factor 6

Figure 8 shows the design factor 7 (role of IT). The numbers 1-5 are an assessment of the level of
influence of the role of IT. A value of 1 is considered very unaffected, a value of 2 is not affected, a value of 3 is
moderately affected, a value of 4 is affected, and a value of 5 is greatly affected. PT XYZ has a primary IT role
that focuses on being a turnaround which is a supporter in the innovation process, so that it is given a level of

influence value of 5.
Design Factor 7 Role of IT (Input)

Turnaround 5

Strategic 3

Figure 8: Design Factor 7

Figure 9 shows the design factor 8 (Sourching Model of IT). PT XYZ has a value of 40% on
outsourced IT modeler types and 50% cloud. The head office of the type of IT implementation in outsourcing
and cloud comes from the PT XYZ head office and branches can provide input to the center in procuring or
providing IT services with a 10% value on the type of insourced IT modeler.
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COBITon Design Factor 8 IT Sourcing Model (Input)

W Outsourcing W Cloud M Insourc ed

10%

Figure 9: Design Factor 8

Figure 10 shows the results of the design factor 9 (IT Implementation Method). PT XYZ has a value of
50% for the type of application of the Agile method and 40% for devOps because PT XYZ always develops
systems and adapts to changes. As for the traditional method, the percentage is 10% for branch offices with
limited access.

CQ'Brrm Design Factor 9 IT Implementation Methods

mAgile WDevOps M Traditional

10%

Figure 10: Design Factor 9

Figure 11 shows the results of the design factor 10 (Technology Adoption Strategy). PT XYZ has 60%
in the follower category, 30% in the first mover category, and 10% in the slow adopter category. Head office of
PT XYZ determines when to take new technology and apply it directly to each of its branches.

COBITeon

Design Factor 10 Technology Adoption Strategy

W First mover M Follower ™ Slow adopter

10%

Figure 11: Design Factor 10

In addition, design factor 11 is determined by the number of employees in the company based on
COBIT 2019. Companies that are classified as large companies have more than 250 employees. Meanwhile,
companies with 50 to 250 employees can be categorized as small and medium companies. PT XY Z is a large
company because it has more than 250 employees according to the results of the interviews conducted.
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C. Conclude The Design Factor COBIT 2019

COBITeo Governance and Management Objectives Importance (All Design

Factors)

-100 -80 -60 -40 -20 0 20 40 60 80 100

-30

-30

Figure 12: Design Factor Conclution

Figure 12 is a summary of the scope of the governance system at PT XYZ. Where, the core model that
has the highest priority is the value > 75 with the level of expectation at level 3 and level 4. Thus, the priority for
assessing process capability is the core model EDMO03 (Ensured Risk Optimization) of 100, APO12 (Managed
Risk) of 100, BAIO6 (Managed IT Changes) of 85, DSS05 (Managed Security Service) of 100 and DSS06
(Managed Business Process Controls) of 85.

D. Process Capability Level
After the questionnaire answers were collected, scores were obtained for each activity in the EDMO3,
APO12, BAIO6, DSS05 and DSS06 domains. Next is the stage of giving levels to each sub-process which then
produces a gap analysis from the current condition (as is) to the expected condition (to be). The following is the
result of determining the value and level of capability contained in each domain:
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Capability Value Capability Level

Domain - -
Asis To be Asis To be

EDMO03.01 3,75 5 4 5
EDMO03.03 3,81 4,81 4 5
APO12.01 4,21 4,86 4 5
APO12.02 3,60 5,00 4 5
APO12.03 3,25 4,75 3 5
APO12.04 3,80 4,90 4 5
APO12.05 3,67 5,00 4 5
APO12.06 3,63 5,00 4 5
BAI06.01 4,25 4,92 4 5
BAI06.03 4,42 4,92 4 5
BAI06.04 4,00 5,00 4 5
DSS05.01 5,00 5,00 5 5
DSS05.03 4,33 4,83 4 5
DSS05.05 3,85 4,60 4 5
DSS05.06 4,08 4,58 4 5
DSS06.01 4,11 5,00 4 5
DSS06.02 4,22 5,00 4 5
DSS06.03 4,22 5,00 4 5
DSS06.04 3,83 5,00 4 5
DSS06.05 4,33 5,00 4 5
DSS06.06 4,25 5,00 4 5
Average 4,03 491 4 5

Table 1: Capability Level

The results of the capability level assessment for current conditions obtained an average value of all
domains 4.03 or at capability level 4 (Predictable Process). As for the conditions that are expected to obtain a
value of 4.91 or at capability level 5 (Optimizing Process). There is a difference between the current capability
value and the expected value of 0.88.

This condition occurs because the company has determined risks based on overall company goals and
preventive and corrective actions, but when there are changes, it still needs to be reviewed to ensure that these
actions are still relevant and sustainable. This is because change has become a certainty that occurs continuously
with changes that are getting faster and bigger. In addition, the security service process for detected risks is
currently good, but still needs to be developed. This is due to technological developments that are increasingly
advanced and sophisticated so that threats to information systems will also be greater. Based on the current audit
results, it is still at level 4 and needs to be upgraded to level 5 ensured that preventive and corrective action are
carried out properly. Therefore, the risk will always change, so that control activities must also be adjusted and
improved.

E. Recommendation

Based on the results of information system audits that have been carried out in each COBIT 2019
domain, there are still those who have not reached the capability level expected by the company, level 5
(Optimized Process). These results prove that there is still a level of gap that must be addressed by providing
recommendations for improvement so that all domains achieve the expected capability level. The following are
recommendations that must be implemented to achieve this level:

1. EDMO3 (Ensured Risk Optimization)

Company is recommended to document control details (control matrix) after the process is
implemented. This is to make it easier for the company to formulate further improvement steps, for example
identifying variations and problems that need attention and forwarding for countermeasures so that risk
mitigation measures can truly minimize risk. In addition, the company still needs to take preventive measures so
that the risk of loss related to IT whose value is higher than the tolerance threshold can be reduced to the risk
tolerance limit that can be accepted by the company. The company also needs to make adjustments after
changes in risk appetite related to risks that must be maintained or even eliminated when the previous controls
were good.
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2. APO12 (Managed Risk)

Company is recommended to document the results of preventive and corrective actions to assess the
effectiveness and efficiency of these actions. In addition, the company identifies the suitability of performance
when there are changes regarding technological innovation in changes in the business environment, including
the emergence of new risks when changes are implemented and risk adjustments that must be maintained or
even eliminated. Company is advised to identify quantitative objectives in the risk management process in the
form of an early warning system to be notified to superiors if the risk is above a predetermined threshold.

3. BAIO06 (Managed IT Changes)

It is recommended that the company conduct a review of the impact and effectiveness of the changes
that have occurred in order to minimize the risks in dealing with these changes. The company should have
several alternative plans in order to survive and anticipate failures that occur due to change. So that when these
changes occur, the company already has the ability to deal with all the advantages and disadvantages of these
changes with controls and systems that have been prepared carefully.

4. DSS05 (Managed Security Services)

The company is recommended to conduct a review of the security of user services to monitor and
assess whether the continuous improvement in the effectiveness of information security procedures and policies
is appropriate or not. The company still has to control the change process related to security services. In this
case, the company identifies suitability between preventive and corrective actions with risk after changes in the
risk management process.

5. DSS06 (Managed Business Process Control)

The company is recommended to continue to make adjustments between preventive and corrective
actions with adjusted risks after changes in the risk management process. This affects the company's control
activities that when the risk changes, the control activities must also be adjusted. When there is a business
information process error, it is necessary to report it in a timely manner to analyze the root cause of the problem.
Improvements are made both by incremental advances in existing business processes and by innovation using
new technologies and methods.

V. CONCLUSION

Information system audit at the construction company PT XYZ using the COBIT 2019 framework,
there are 5 domains that are in accordance with the company's current conditions, EDM03, APO12, BAIOG,
DSS05 and DSS06. The audit results show that currently the information system at PT XYZ is well established
or at capability level 4 (Predictable Process). This means that the process that has been set is currently operating
properly and within the limits that have been determined to achieve the results of the process. However, the
capability level is expected to be at level 5 (Optimizing Process) for all domain processes. The existence of
these gaps, the company is recommended to conduct a review of each process due to continuous changes so that
the risks to the development of information technology are also increasing. Management is required to continue
to make adjustments to these developments. So that in a sustainable manner, the process can be implemented
and synergized properly and is able to provide the results expected by the company.
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