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Abstract—In the era of information technology, consumers have to send millions of photographs back and 

forth on a daily basis. It’s crucial to secure these pictures. It is a common practice to secure image content using 

digital image encryption. Using secret keys, digital images are transformed into noisy images in image 

encryption techniques, and the same keys are needed to restore the images to their original form. The 

majority of image encryption methods rely on two processes: confusion and diffusion. This research presents a 

brand-new technique for image encryption that makes use of a hyper-chaotic system and a Fibonacci Q-matrix. 

This technique, which makes use of the six- dimension hyper-chaotic system’s randomly generated numbers, 

confuses the original image. The Fibonacci Q-matrix was then utilized to dilute the permuted image. The 

suggested picture encryption technique was examined utilizing sensitivity, key space, histograms, and data cut 

and noise attacks. Additionally, the performance of the suggested method was evaluated against a number of 

other algorithms utilizing entropy, correlation coef- ficients, and robustness against assault. The suggested 

approach performed better than the current picture encryption algorithms and attained an excellent security 

level. 
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I. INTRODUCTION 
The multimedia shared and stored over the Internet is mostly in the form of images. Hence, the 

confidentiality and authentic- ity of digital images are ensured by means of image encryp- tion. Image 

encryption finds its applications in many fields such as medical imaging, telemedicine, business, biometric 

authentication, and military communication. Numerous image encryption techniques have been presented to 

meet these se- curity constraints, including digital water-marking techniques, image scrambling methods, image 

steganography, and image cryptography. In the last few decades, the exploitation of chaos in cryptography has 

shown a surge in interest due to its fundamental property of sensitivity to initial conditions leading to data sets, 

which while deterministic, give the appearance of randomness. 

Thousands of digital photos are transmitted every second during the ordinary operation of digital 

image transmission over multiple networks. Users of social networks do not want other people to have access 

to their photographs. Medi- cal images are sensitive in healthcare networks, where their improper use could 

result in incorrect diagnosis and poor medical judgment. High-security levels are needed when trans- mitting 

military photographs via various networks to avoid unauthorized access. Digital picture owners typically do not 

want unauthorized access to their images. These factors have made protecting the information in photos a 

crucial concern. Image confidentiality is achieved through a variety of security measures, making it impossible 

http://www.questjournals.org/
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for an unauthorized person to view the content of an image. The three primary categories of picture security 

techniques are data concealing, image watermarking, and encryption. A hidden message is inserted into the 

cover image using data-hiding techniques so that it cannot be seen. When using picture watermarking 

techniques, digital data is introduced into the image at points where the original and watermarked versions 

may both be seen. In picture encryption methods, the key used to convert the digital input image to a noisy 

image cannot be predicted or comprehended. Without the key, users cannot restore the encrypted image. 

 

II. LITERATURE REVIEW 
Ø Cosine-transform-based chaotic system for image encryp- tion. 

In a chaos-based encryption scheme, the security level relies strongly on the complexity of its used 

chaotic map. However, existing chaotic maps may exhibit drawbacks in different aspects. Firstly, existing 

chaotic maps may demonstrate chaos degradation when they are implemented in finite precision plat- forms, as 

their output states cannot be distributed uniformly. Secondly, they do not have complex behaviors, making their 

trajectories easily predicted using certain technologies. More- over, their chaotic ranges are either narrow or 

discontinuous. If a chaotic map has narrow or discontinuous chaotic ranges, its chaos properties may be 

destroyed when its parameters are disturbed by certain external factors such as noise. Reports have indicated 

that several image encryption schemes using existing chaotic maps may be successfully attacked. 

 

Ø Encryption using 2D Hénon-Sine map   DNA approach. 

This  paper  first  proposes  a  two-dimensional  Hénon-Sine map (2D-HSM). The new map possesses 

better ergodicity and pseudo-randomness, and its parameters have a wider chaotic range, compared with many 

existing chaotic systems. Then a DNA encoding and a DNA exclusive-or (XOR) operation rule are defined 

because the DNA approach applied in image encryption can greatly improve the efficiency of image permu- 

tation and diffusion. A novel image encryption scheme whose image pixels are diffused by the DNA approach 

and permu- tated by 2D-HSM is proposed to protect image content while an image is transferred over the 

Internet. Some experimental analyses such as statistical attack analysis, differential attack analysis, exhaustive 

attack analysis, robustness against noise, and computational complexity have been applied to measure the new 

scheme, and the experimental results illustrate the scheme possesses better encryption performances than that 

of other references, and therefore, is secure in real-world communication. 

 

Ø Image encryption scheme based on chaotic tent map. 

The chaos-based cryptographic algorithms have suggested some new and efficient ways to develop 

secure image en- cryption techniques. Image encryption systems based on such map show some better 

performances. Firstly, the chaotic tent map is modified to generate a chaotic key stream that is more suitable for 

image encryption. Secondly, the chaos-based key stream is generated by a 1-D chaotic tent map, which 

performs better in terms of randomness properties and security level. The performance and security analysis of 

the proposed image encryption scheme is performed using well-known ways. The results of the fail-safe 

analysis are inspiring, and it can be concluded that the proposed scheme is efficient and secure. 

 

Ø Color image encryption based on hybrid hyper-chaotic system and cellular automata. 

Cellular automata is a self-organizing structure with a set of cells in which each cell is updated by 

certain rules that are dependent on a limited number of neighboring cells. The major disadvantages of cellular 

automata in cryptography include a limited number of reversal rules and the inability to produce long 

sequences of states by these rules. In this paper, a non- uniform cellular automata framework is proposed to 

solve this problem. This proposed scheme consists of confusion and diffusion steps.In the confusion step, the 

positions of the original image pixels are replaced by chaos mapping. The key image is created using non-

uniform cellular automata and then the hyper-chaotic mapping is used to select random numbers from the 

image key for encryption. The main contribution of the paper is the application of hyperchaotic functions and 

non- uniform CA for robust key image generation. Security analysis and experimental results show that the 

proposed method has a very large key space and is resistive against noise and attacks. Ø Image encryption 

using a synchronous permutation-diffusion technique. 

A synchronous permutation and diffusion technique is de- signed in order to protect gray-level image 

content while sending it through the internet. To implement the proposed method, a two-dimensional plain-

image is converted to one dimension. Afterward, to reduce the sending process time, permutation and diffusion 

steps for any pixel are performed simultaneously. The permutation step uses a chaotic map and 

deoxyribonucleic acid (DNA) to permute a pixel, while diffusion employs a DNA sequence and DNA 

operator to encrypt the pixel. Experimental results and extensive security analyses have been conducted to 

demonstrate the feasibility and validity of this proposed image encryption method. 
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Ø Image encryption and hiding algorithm based on com- pressive sensing and random numbers insertion. 

The paper proposed a new meaningful image encryption al- gorithm based on compressive sensing and 

information hiding technology, which hides the existence of the plain image and reduces the possibility of being 

attacked. Firstly, the discrete wavelet transform (DWT) is employed to sparse the plain image. This is followed 

by a confusion operation on pixel positions, where the logistic-tent map is employed to produce a confusion 

sequence. And then the image is compressed and encrypted by compressive sensing to form an intermediate 

cipher image. Here, the measurement matrix is generated using a low-dimension complex tent-sine system. To 

further enhance recovery quality, we suggest that the intermediate cipher image be filled with random numbers 

according to the compression ratio and confusing them to obtain the secret image. Finally, two-dimensional 

(2D) DWT of the carrier image is performed, followed by singular value decomposition. The singular values of 

the secret image are embedded into the singular values of the carrier image with certain embedding strength 

to obtain the final visually meaningful encrypted image. 

 

Ø A new color image encryption using a combination of the 1D chaotic map. 

The algorithm introduces a method of making a simple and effective chaotic system by using a 

difference of the output sequences of two same existing one-dimension (1D) chaotic maps. Simulations and 

performance evaluations show that the proposed system is able to produce a one-dimension (1D) chaotic system 

with better chaotic performances and larger chaotic ranges compared with the previous chaotic maps. To 

investigate its applications in image encryption, a novel encryption system of linear-nonlinear-linear structure 

based on total shuffling is proposed. The experiment demonstrated the accuracy of the encryption algorithm. 

Experiments and security analysis prove that the algorithm has excellent per- formance in image encryption 

and various attacks. 

Ø A novel plaintext-related image encryption scheme using a hyper-chaotic system. In this scheme, we 

used the classical encryption architecture: permutation and diffusion. The initial conditions of the hyper-chaotic 

Lorenz system which is em- ployed in permutation and key stream generation algorithms are generated by 

information from the original image and initial key. Therefore, the encryption process has a strong relationship 

with the plain images in the proposed scheme. So, our work performs excellently in resisting the known-

plaintext attack. In addition, the results of many widely used security analyses and comparisons with other 

works show that our work has outstanding security performance for digital image communication. 

 

Related works have some constraints that can be summa- rized as follows: 

1. The initial conditions get low keyspace and less sensitiv- ity. 

2. The initial condition of the chaotic map does not depend on the plain image which leads to weaknesses 

in resisting the various differential attacks. 

3. When the encrypted image gets attacked with noise and data cuts, some of the encryption algorithms 

were unable to retrieve the plain image. 

4. Some of these algorithms were unable to resist statistical attacks as the histogram of the encrypted 

image is not flat. 

 

The contributions of this work are summarized as: 

1. We are the first ones to utilize the Fibonacci Q-matrix in image encryption. 

2. We are the first ones to use a 6D hyperchaotic system in image encryption. 

3. The integration of the 6D hyperchaotic system and the Fibonacci Q-matrix assures high-security 

level. 

4. The proposed algorithm has a large keys-pace that leads to good resistance to brute force attacks. 

5. The proposed image encryption algorithm has super robustness to most attacks. 

6. The analysis of the obtained results from the proposed algorithm showed excellent performance. 

 

III. OBJECTIVE AND NOVELTY 
The vast majority of image encryption techniques depend on the confusion and diffusion processes. 

This study introduces a novel hyper chaotic system-based and Fibonacci Q-matrix- based image encryption 

method. This method confuses the original image by using randomly generated numbers from the six-

dimension hyperchaotic system. The permuted image was then diluted using the Fibonacci Q-matrix. 

Sensitivity, keyspace, histograms, data cut, and noise assaults were used to analyze the proposed picture 

encryption method. Additionally, using entropy, correlation coefficients, and resilience against attack, the 

performance of the proposed approach was com- pared to that of a number of different algorithms. The recom- 

mended method outperformed the existing photo encryption techniques and obtained a very high level of 

security. 
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Among the objectives of the work are: 

1. The Fibonacci Q-matrix is used for image encryption 

2. Use of the 6D hyperchaotic system for image encryption. 

3. The 6D hyperchaotic system and Fibonacci Q-matrix are to be integrated to ensure a high-security 

level. 

4. The suggested algorithm offers strong resistance to brute force assaults due to its huge key space. 

5. The suggested approach for picture encryption is to be extremely resistant to most attacks. 

 

Compared to other related works, this work holds up better because: 

1. It has more sensitivity to the starting conditions and low keyspace. 

2. The chaotic map’s initial state is independent of the plain image, which makes it less resilient to 

differential attacks. 

 

3. Some encryption techniques were unable to recover the plain image when the encrypted image was 

subjected to noise and data cuts which is not the case with this work. 

4. Because the histogram of the encrypted image is not flat, very little of encryption techniques are 

vulnerable to statistical attacks. 

 

IV. WORKFLOW AND ALGORITHM 

In order to prevent unwanted access, relevant information must be transformed into an unrecognizable 

form using cryp- tography. The picture content has a number of important properties, including high 

redundancy, space, capacity, and the correlation of the bit pixels. These qualities necessitate the use of some sort 

of encryption method, the main goal of which is to protect the privacy of the image while it is being transmitted. 

Confusion and dispersion are the two phases that make up the encryption. In each of these procedures, the 

arrangements and values of the pixels are altered. The 6D hyper chaotic system is the foundation of the 

confusion step. The system’s starting state, which is based on the plain picture, is first calculated. The hyper 

chaotic system is then iterated to produce a new vector, after which we choose three sequences.The diffusion 

process is carried out to acquire the encrypted picture after confounding the plain image. The Fibonacci Q-

matrix serves as the foundation for the diffusion in our algorithm. 

In other words, the relevant actual information is hidden by using an encryption method to convert the 

plain image into a cipher image. The image may be safely transferred over the network by being encrypted, 

making it hard for unauthorized individuals to decipher it. At the receiving end of the network, a decryption 

technique is used to convert the encrypted picture back into the original image. 

A decryption technique must be employed to decode the encoded picture in order to restore the 

original image when an image is encrypted. While an encrypted picture is com- bined with a key for image 

encryption, an encrypted image is combined with a key for image decryption. In order to create chaotic 

systems-based cryptography algorithms for safe picture encryption and communication in the presence of an 

attacker, there has been a lot of research and development in these fields. 

 

V. METHODOLOGY 
The close correlation between chaotic systems and cryp- tography has resulted in a greater number of 

cryptographic algorithms being formulated on the chaos that can protect images and communications when 

attackers are present. Chaos theory is the study of complex, typically non-linear systems that exhibit quickly 

changing irregular and frequently unex- pected behavior. These systems are very sensitive to beginning 

circumstances and state changes and feature complex inter- actions, mixing, non-periodicity, and feedback 

loops. Chaos theory and the science of encryption are combined in equal measure to form chaotic cryptography. 

The primary distinction 
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Fig. 1. Encryption Process Fig. 2. Decryption Process 
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Fig. 4. Plain Image - Ribs 

 

 

 

Fig. 5. Plain Image - Hand 

 

 

Fig. 6. Plain Image - Spine 

 

 
and diagnostic data about the patients. To ensure the patient’s privacy, it is necessary to safeguard them while 

they are being stored and transported. 

 

The traditional cryptographic algorithms such as DES, AES, IDEA, RSA etc., are not suitable for practical image 

encryp- tion due to computational efficiency and some inherent fea- tures of images such as bulk data capacity, 

strong correlation among pixels, and high redundancy. 

In recent years, chaos has been shown to be a powerful tool in image encryption. Compared with conventional 
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cryptosys- tems, chaos-based image encryption algorithms have some attractive advantages such as high 

security, fast speed, rea- sonable computational overheads, and computational power. Chaos-based 

cryptosystems like Chebyshev polynomials can improve security when paired with conventional public key 

cryptosystems like RSA and El-Gamal, therefore chaos-based encryption solutions are always preferred for an 

image or video encryption. 

Key merits of the chaos-based system: 

1. It’s an adaptive framework that can resist chosen and known-plaintext attacks and preserve the security 

and con- fidentiality of images transmitted through an e-healthcare system. 

2. The algorithm produces perfectly uniform histograms for medical images, demonstrating its ability 

to resist statistical assaults and can be of potential use as a security framework in AI-based healthcare. 

Apart from histogram analysis, the performance of the scheme is also evaluated for information entropy 

analysis, statistical analysis, and differential analysis’. 3.Deterministic equations and theorems regulate the be- 

havior of chaotic systems. Additionally, chaotic systems are designed for protecting the storage and 

transmission of digital pictures, coupled with ergodicity and its increased sensitivity 

to the beginning circumstances. 

4. Spatial-domain models include chaotic encryption models. Operations are directly applied to the simple 

images in spatial- domain models. Many studies integrated spatial and frequency domain models to increase the 

security of medical picture encryption techniques. 

5. In order to find the secret keys, one form of chaotic map called a Six-Dimensional Hyperchaotic 

Map is employed. In comparison to low-order dimensions chaotic maps, it is more dynamic and complex. As a 

result, guessing the secret keys without knowing the beginning values is challenging. It increases the model’s 

resilience and security. 

So, Chaotic cryptography is the application of this theory into cryptographical algorithms to exploit the unique 

proper- ties of a chaotic system to ensure a more secure encryption system. 

 

VI. FUTURE SCOPE 

The future scope of Digital Image Encryption using Hyper- chaotic 6D System and its application in Healthcare 

is vast and promising. Here are a few potential areas of future research: Improved Security: While 

Hyperchaotic 6D System is a strong encryption technique, there is always a need to improve 

 

 

 
 

Fig. 8. Table 1 

 

its security to withstand new and emerging cyber threats. Fu- ture research can focus on developing new and 

more efficient encryption algorithms that can provide even higher levels of security for medical images. 

Integration with Blockchain: The use of blockchain tech- nology in healthcare has gained significant attention 

in recent years due to its ability to provide secure and decentralized storage of medical records. There is an 

opportunity to inte- grate Hyperchaotic 6D System with blockchain technology to create a more secure and 

trustworthy system for storing and transmitting medical images. 

Cloud-based Image Encryption: Cloud-based storage and sharing of medical images have become increasingly 

common. However, this also presents new security challenges. Future research can focus on developing cloud-

based image encryp- tion techniques that can protect sensitive medical images from unauthorized access. 

Real-time Image Encryption: In healthcare, real-time trans- mission of medical images is often critical for 

making timely decisions. Future research can focus on developing real-time image encryption techniques that 

can provide fast and efficient encryption of medical images without compromising their quality. 

Overall, Digital Image Encryption using Hyperchaotic 6D System has tremendous potential for improving the 

security and privacy of medical images. As technology continues to advance, it is likely that we will see 

more innovative applications of this technique in the field of healthcare.One such methodology is using Lucas 

sequence for digital image encryption by generating a random sequence of integers that are used to scramble the 
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original image data. Lucas sequence encryption achieves secure image encryption by generating a key stream 

of pseudo-random numbers using the Lucas sequence. This key stream is then used to scramble the binary data 

of the original image, making it difficult for unauthorized parties to decode without knowledge of the 

encryption key. 

 

The following are the main steps involved in using Lucas sequence for image encryption: 

Generate Lucas sequence: The Lucas sequence is generated by starting with two specific values, known as the 

seed values, and then adding them together iteratively to generate subsequent values. This generates a sequence 

of integers that can be used as a key stream for encryption. 

Convert image data to binary: The pixel values of the orig- inal image are first converted to binary form. This is 

typically done using a fixed number of bits per pixel, depending on the desired level of image quality and 

encryption security. 

Generate encryption key: The Lucas sequence is used to generate a key stream of pseudo-random numbers that 

are the same length as the binary image data. This key stream is then used as the encryption key to scramble the 

binary data of the image. 

XOR binary data with key stream: The binary data of the image is then XORed with the key stream generated in 

step 3. This results in a scrambled, randomized form of the original binary data that is difficult to decode 

without knowledge of the encryption key. 

Convert binary data back to image: The scrambled binary data is then converted back into pixel values to 

generate the encrypted image. 

Compared to other encryption methods, Lucas sequence encryption has some advantages. First, it is relatively 

simple to implement and computationally efficient, as it only involves basic arithmetic operations. This means 

that it can be imple- mented on devices with limited processing power, such as mobile phones or embedded 

systems. 

Second, Lucas sequence encryption exhibits good statistical properties, such as randomness and uniformity, 

which are important for cryptographic applications. This means that it can provide a high level of security 

against attacks, such as brute force attacks or statistical attacks. 

However, Lucas sequence encryption also has some limita- tions. For example, it may not provide as strong 

of security as other more advanced encryption techniques, such as block ciphers or stream ciphers. It may also 

be vulnerable to certain types of attacks, such as linear and differential cryptanalysis. 

 

VII. CONCLUSION 

The paper proposes a novel technique for image encryp- tion that offers high security and 

computational efficiency. The technique combines the Fibonacci Q-matrix and the 6D hyperchaotic system 

to modify the pixel position of an image. The technique also includes double confusion/diffusion techniques that 

enhance security. The proposed technique has demonstrated resistance to differential attacks and brute-force 

attacks, making it a reliable and robust solution for image encryption. 

 

The algorithm’s security performance was evaluated using several measures such as information 

entropy, correlation coef- ficients, noise, data cut attack, and histogram. These measures have shown that the 

proposed technique offers high levels of security. The secret key used in the technique is also sensitive, adding 

another layer of security. 

 

The proposed technique can be applied in various fields, including healthcare, where image encryption 

is crucial to ensure the confidentiality and privacy of patient data. The ability to encrypt grayscale images 

with high-security settings makes the technique an ideal solution for applications where image privacy is 

paramount. 

 

As encryption technologies continue to evolve, there is a need for a standard benchmark to evaluate the 

efficiency and efficacy of newly proposed image encryption schemes. The extension of image encryption 

techniques to video encryption is also an active area of research, suggesting the potential for further 

advancements in the field. 

In conclusion, the proposed technique for image encryption using the Fibonacci Q-matrix and the 6D 

hyperchaotic system is a robust and reliable solution that offers high levels of security and computational 

efficiency. Its potential applications in various fields, particularly in healthcare, make it a promising solution for 

image encryption. 
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